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JioCloud’s Container Registry gives you a fully managed, enterprise-grade platform to store, 
secure, and distribute container images at scale. Using trusted open standards and powered 
by Harbor, it brings everything together in one place - from vulnerability scanning and image 
signing to lifecycle management and audit logging. It also connects smoothly with your CI/CD 
pipelines and Kubernetes clusters, so your workflows staysimple and fast. From development 
to deployment, you stay in control, gain visibility, and meet security goals - without the hassle 
of managing the backend infrastructure.

Overview

Private image storage
Keep your container images safe in a secure, isolated environment - built for enterprise use.

Role-based access control (RBAC)
Assign precise permissions by user, team, or project to ensure only the right people access 
the right images.

Vulnerability scanning
Auto scan images for known vulnerabilities (CVEs) during the build phase - so issues don’t 
reach production.

Content trust and signing
Sign and verify every image before deployment - so you know exactly what’s being pulled 
into your clusters.

High availability and replication
Distribute registries across regions to improve per�ormance and add redundancy.

Image lifecycle policies
Set automated cleanup rules to remove unused or outdated images and keep storage lean.

Audit logging
Track who accessed what, and when - useful for compliance and internal reviews.

CI/CD ready
Plug into your existing CI/CD pipelines and Kubernetes clusters without extra steps.
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Faster delivery pipelines
Speed up your software rollout with secure, 
reliable image workflowsthat fit right into 
your delivery cycle.

Stronger security and governance
Build security into every stage - from 
image creation to deployment - without 
slowing teams down.

Less infrastructure to manage
Offload the hassle of running and maintaining 
registry infrastructure so you can focus on 
shipping code.

Better compliance made simple
Stay audit-ready with clear traceability 
and built-in logging across your
image activity.

Room to grow
Whether you're handling thousands of 
pulls or managing large multi-team
workloads - scale without slowing down.

Ar�ifacts: OCI/Docker images, Helm char�s, OCI ar�ifacts

Registry Core: Harbor (CNCF)

Replication: Harbor-to-Harbor, Harbor-to-DockerHub/ECR/ACR/GCR

Protocols: OCI distribution spec, HTTPS

Integrations: Jio CI/CD, Jio Cloud Kubernetes clusters

Availability and Scale

     Multi-AZ HA deployment (core, database, job service, registry, por�al)

     Scalable block/object storage backend (Cinder, NetApp, S3-compatible)

     Configurable replication policies per project

Per�ormance

     Layered caching and deduplication

     Parallel pushes/pulls with configurable rate limits

Security

     TLS-encrypted connections

     RBAC integrated with Jio Cloud SSO/LDAP/AD

     Signed and verified images

Data Protection

     Schedule backups of metadata and configurations

     Apply storage GC and retention policies

     Enable disaster recovery replication

Benefits

Technologies Suppor�ed

Technical Specifications

Seamless product 
catalogue management

Seamless 
onboarding

Reducing 
time-to-value (TTV)

Milestone visibility 
and cost 
optimization

Customer 
intensive 

End-to-end 
automated
journey



Ship faster, ship safer 
Push signed images from your pipeline directly to a secure private registry. 
Teams can deploy with confidence across environments. 

Secure every stage 
Scan images early in the CI/CD flow to catch issues before they reach production. 

Stay in control 
Control access with RBAC, track changes through audit logs, and meet internal 
or external governance needs. 

Optimize storage automatically 
Clean up stale images with lifecycle policies - no manual tracking required. 

OCI-compliant multi-tenant container registry 
Multi-ar�efact/OCI compliance (Helm char�s, OPAs, multi-arch images), 
Identity integration and SSO using Keycloak, Project quotas and multi-tenancy. 

Observability

     Monitor metrics on pushes, pulls, storage, and vulnerabilities

     Expose logs and audit trails via the Observability stack

For queries, write to us at JPL.CloudSales@ril.com / website: https://www.jio.com/enterprisecloud/

Use Cases

Architecture Diagram

Grouping of logs (based on applications, hosts 
and log paths), applying multiple log parsing 
rules on them, and querying and analyzing them 
as separate log types. 

Log Onboarding

Log Tagging
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Customized Log Retention

Advanced Pattern Recognition

Out-of-the-box Log Parsing Rules  

Capability to apply out-of-the-box default log 
parsing rules to technology logs. 

Logger-level Classification 

Classifies logs into logger levels (fatal, error, 
warning, debug and info), enabling users to filter 
and visualize logs and highlighting the mes-
sage’s significance.

For querying and visualizing logs with specific 
tags, it applies user-defined key-value pairs to 
log groups at the granularity level of individual 
hosts and log paths. 

Retain interest logs for analytics/compliance 
purposes by defining the online and archived 
retention period for a standard/custom log type. 

Log Parsing

Empowers analyzes with a guided journey and 
simplifies log parsing through intuitive steps, 
enhancing efficiency and accuracy. It also 
harnesses the power of regex for precise filtering 
and dynamic field extraction, unlocking invalu-
able insights from your logs with unparalleled 

Advanced Log Analyzer 

Access mission-critical applications, infrastruc-
ture, and cloud platform logs directly. Filter and 

Uses advanced capabilities like Spot and 
iPattern to recognize and cluster pattern-based 

Error Tracking

Prioritize troubleshooting efforts by filtering logs 
based on severity level. 

Log Pattern-based Alerting

Defining alerts based on log patterns and provid-
ing timely alerts to end-users based on the 
occurrence of certain log patterns.
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Out-of-the-box Log Parsing Rules  

Capability to apply out-of-the-box default log 
parsing rules to technology logs. 


