Overview

JioCloud Antivirus runs quietly in the background — scanning files, monitoring behaviour,
and blocking threats in real time. Combining Al and cloud threat intelligence, it stops
ransomware,malware, and fileless attacks before they cause harm. From a single dashboard,
admins can isolate infected devices, roll out updates, and track threats across every
endpoint — wherever

users are.

Key Features

Al-based threat detection
Detects known and unknown threats using behavioural and heuristic techniques.

Real-time file and process scanning
Monitors memory, files, and processes continuously — with zero user disrup-

Web protection and URL filtering
Blocks access to phishing sites, malware links, and suspicious domains.

Centralised cloud dashboard
Set policies, track threats, and manage agents from one unified interface.

Lightweight agent design
Delivers enterprise-grade security with minimal system impact.
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Benefits

@® Prevent ransomware, spyware, and fileless ® Support audits with built-in logs and alert
malware. history.

Simplify endpoint rollout and management. ® Protect Windows, Linux, Mac, and virtual
environments.
Reduce mean time to detect and respond.
Scale protection across distributed teams.
Keep users safe without disrupting work.
Pair seamlessly with zero-trust security
models.

Technologies Supported

Operating Systems RHEL 7.x, 8.x, 9.x; Ubuntu 20.x, 22.x, 24.x; Windows
2019, 2022; Debian 11, SUSE 15, Alma Linux 9.x

Architecture Diagram

- — = ———————————m
Admin/Setup Activities > - ~ =7
N ~ v 4 KRN
i usiness Journe ®
f CloudXP Admin Customer Admin | J— g pe——} Data Insight Dashboards \‘ I e S |
|- - -ceeAdm
| 1 1 1 o
Define / Enrich ety i " d o
1 z 1| Define enri setup i roly Alert outtier CISO Dashboard Advanced I 2 !
'E ]  initiate Cloudxp Controls (Tag toOrgor Mothods policy Inventory Management Dashboard et Analytics I | costomerexperiene w |
5 | Gdlewalymup r ProAI ) T : : 1 1 &Ac:wons . eports * | o 203
| 3
1 | Lo 1 =
£ 1l i ,:;, 'ﬂ:}‘l‘fj Pre-defined Controls®. | | | | v ! 1 g 1§
c ] K gty Rules made available ' i I Resource 1 v Planning & | _ P Workflow ----*-- | g 2 1 8
o | | tothecstomer ! ! | (s S | | EvaluateAlert Remediation OoW ictive Anaiytics, I | wonitoringa. @ g
= Benchmarks i i ! & Observability L=
= |1 ; v ‘ - v | el T o Anomaly Detecfion | | out I <
4 i enerate — ]
Z 1= Setup v O s f @ e inventory ) | Alerts —l v [ . |
ol | e © v Resource | Sty Inclusion/ T o ;@
Satellite Serer | | Controls to Master | | Rules Exclusion | o | (s =MLt o . 3
a 1l ‘ Lthmoy (CMDB) ! Rules Observability 1 Advanced Analytics &  — : [ S 4
< | ! p el 'S | [} Operations Data Lake Anomaly Detection : I £ O‘(
= 1 ' ’ ; I (Logs/Metrics/Traces) 1 v I | Eenterpriseplatform g |
= L@ 1 Enable selected i i Parse & Enrich Automated || Perermense/sa K
=N ! A ! collection i i 0bs{(= Ybility Data solutions || =1
O ~~--p Discovery ~----~ :__ methods on [ (Configurable Data ] omeratary B |
\ or manual resources 1 Engineering Pipeline) ’ l Operations H ]
. 4 N 08P . S
~

N e e e e e e e - <’ = g Tasks -
asks cie O O O
@  security Setup Journey 8T Observabilty ¢ & t @  Security Operations D) Control Boards

1oy ne-way HTTPS Connection from Satellite to CloudXP
TIPS

HTTPS o Security Setup Journey
CSP Pull User 443 Push Observability + Satellite server setup one-time manual activity
= API ] Data « Post that, all Observability Setup /configuration
o Customer Environment on CIOUdXP Satelllte/Gateway SEWEI' - \ activities are automated through CloudXP Satellite
= o
. pen N N

= CSPs or On- Premise E. CloudxP Agent Jif >y B o ey Me‘hm,s Third-party .@ Security Data Collection Methods
e g (logs/Metrics) L (Traces) YTy | Connectors | SALTSTACK] * Enable data selection methods, collect & push data
'; A Deploy Agenton all Instrumeht‘i\}l\us Enable e - ny Remote Perform actions

) = ; 1 ps rty K
& TEE &3 P'athFmsﬂ'A*?ps L= (Manual) . Collection Methos E;;m;les ek

O Security Operations
Data collections. Processing, Insights, Alerts, Anomaly
Detection, and Selfheal

Customer Platforms/Applications

Non-Paas Paas B
Control Boards

E.g. y oo
E[A < java @ python Ly
= p splunk
-
ﬁ Ngx @ @ . u tenable D . gusiness activity monitoring & preventive actions

@ & dyrotrace « Platform performance SLA and preventive actions
§€ kafka  rogis docker kubernetes

Observability Data
Collection Methods

Customer

®




o JioCloud
|usecases |

® Stop a ransomware attack
When a malicious attachment is opened, JioCloud Antivirus isolates it instantly,
stopping encryption.

® Government form alignment
Auto-convert user inputs to native script for consistency with official documents
like Aadhaar or voter ID.

e Auto-remediate an infected
System If a device is flagged, the agent heals it, restores baseline health,
and updates the dashboard log.

For queries, write to us at JPL.CloudSales@ril.com / website: https://www.jio.com/enterprisecloud/ o e @ o



